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Vision2 SECURITY

PCI-Certified: Vision2 is PCI DSS Level 1-certified and undergoes independent annual audits to
maintain certification. 

Donation Controls / Anonymous Cash: Gifts can’t be changed; a void is always required. Audit trails
are created for vulnerable contributions not handled by our payment processing. 

Credit Card Scanning Authorization Charges: Intelligent
checks manage the risks without slowing down the giving
transaction like captcha and other approaches. Shuts down
inappropriate authorization activities after 5-6 attempts
and multiple cards coming from the same IP address.  

Enhanced Encryption: To reduce attacks on the data we
safeguard, Vision2 goes beyond database encryption,
uniquely encrypting each bank account and individual
credit card before your giver has even input their
expiration date and CVV number.    

Protected Transaction History: Ensures a record of all
captured and recorded transactions and prevents the
deletion of contribution data. 

Fraud Prevention: Automated individual reconciliation process prevents the generation of statements
for NSF checks or ACHs, reducing IRS risk. 

Access Control Via User Roles: A variety of specific roles manage and control access to data and
changes.  (e.g. Data entry and communications roles cannot access giving records. )

Protected Payment Method Details: No Vision2 personnel can access payment method information
in any readable, usable format. 

Two-Factor Authentication: Admin portal can be protected by enabling two-factor authentication.

IN OUR 10 YEARS OF BUSINESS, WE'VE TRANSACTED OVER $2 BILLION
IN GIFTS WITH NO DATA COMPROMISED.


